iISTANBUL SABiIHA GOKCEN
ULUSLARARASI HAVALIMANI
Yatinim Yapim ve isletme A.S.

ISTANBUL SABIHA GOKGEN ULUSLARARASI
HAVALIMANI YATIRIM VE YAPIM iSLETME A.$

KiSISEL VERI GUVENLIGI POLITIKASI

PERSONAL DATA SECURITY POLICY

1. Amag

Bu Kisisel Veri Giivenligi Politikasi'nin
(bundan sonra "Politika" olarak anilacaktir)
amac1, Istanbul Sabiha Gokcen Uluslararasi
Havalimani Yatirnm Yapim ve Isletme A.S.
(bundan sonra "ISG" veya "Havalimani"
olarak anilacaktir) tarafindan islenen tiim
kisisel wverilerin giivenliginin saglanmasina
yonelik cerceveyi, 6698 sayili Kisisel Verilerin
Korunmasi Kanunu (KVKK), ilgili diger
mevzuat ve Kisisel Verileri Koruma Kurulu

(Kurul) kararlarina uygun olarak
tanimlamaktir.

2. Kapsam

Bu Politika;

° flgili Kisi: Havaliman1 yolculari,
calisanlari, c¢alisan adaylar, ziyaretcileri,

Havalimani hizmetlerini (Wi-Fi, web sitesi,
mobil uygulama, sadakat programi gibi)
kullanan kisiler, kiracilarin, tedarikg¢ilerin ve
diger iiclincii taraflarin personeli dahil olmak
tizere kisisel verileri ISG tarafindan islenen

tiim gercek kisileri,

° Veri Kategorileri: Kimlik, iletisim,
lokasyon, finansal, gorsel/isitsel (CCTV
kayitlar1 dahil), islem giivenligi, pazarlama,
saglik (ilgili mevzuat ve kosullar dahilinde siki
sartlara tabi olarak), biyometrik veriler ve
bunlarla sinirli olmamak tizere ISG tarafindan
islenen tiim kisisel veri kategorilerini,

° Isleme Faaliyetleri: Tamamen veya

1. Purpose

The purpose of this Personal Data Security
Policy (hereinafter referred to as the "Policy")
is to define the framework for ensuring the
security of all personal data processed by
Istanbul ~ Sabiha  Gokcen  Uluslararasi
Havalimani Yatirnm Yapim ve Isletme A.S.
(hereinafter referred to as "ISG" or '"the
Airport") , in accordance with the Law on the
Protection of Personal Data No. 6698
(KVKK), other relevant legislation, and the
decisions of the Personal Data Protection
Board (the Board).

2. Scope
This Policy covers:

e Data Subject: All natural persons
whose personal data are processed by ISG,
including but not limited to airport passengers,
employees, employee candidates, visitors,
individuals using Airport services (such as Wi-
Fi, website, mobile application,
program), and the personnel of tenants,
suppliers, and other third parties.

loyalty

e Data Categories: All personal data
categories processed by ISG, including but not
limited to identity, contact, location, financial,
visual/auditory (including CCTV recordings),
transaction security, marketing, health (subject
to strict conditions under relevant legislation
and circumstances), and biometric data.
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kismen otomatik olan ya da herhangi bir veri
kayit sisteminin parcast olmak kaydiyla
otomatik olmayan yollarla ger¢eklestirilen tim
kisisel veri isleme faaliyetlerini,

° Cografi  Kapsam: ISG'nin tiim
yerleskelerini ve dijital sistemlerini kapsar.

3. Tanimlar

Bu Politikada kullanilan ve asagida ayrica
tanimlanmayan terimler i¢in KVKK'nin 3.
maddesinde yer alan tanimlar gecerlidir. Ek
olarak, Havaliman1 operasyonlarina 0zgii
terimler gerektiginde bu Politika veya
eklerinde ayrica tanimlanabilir.

4. Veri Sorumlusu ve Temsilcisi

o Veri Sorumlusu: Istanbul Sabiha
Gokg¢en Uluslararas1 Havalimani Yatirim
Yapim ve Isletme A.S. (Adres: Sabiha Gokgen
Havalimani Terminal Binas1 Pendik, Istanbul)
KVKK kapsaminda Veri Sorumlusu'dur.

° Veri Sorumlusu Irtibat Kisisi/Veri
Koruma Gorevlisi: ISG, KVKK kapsamindaki
yukiimliliiklerin yerine getirilmesi ve ilgili
kisi bagvurularinin yonetilmesi amaciyla bir
Veri Koruma Gorevlisi atamis veya bir Kisisel
Verilerin Korunmasi Komitesi olusturmustur.
Irtibat bilgileri ISG'nin kurumsal web sitesinde
ve Aydinlatma Metinlerinde kamuoyu ile
paylasilmaktadir.

5. Kisisel Veri Isleme ilkeleri

e Processing Activities: All personal
data processing activities carried out by fully
or partially automated means, or by non-
automated means provided that they are part of
any data recording system.

e Geographical Scope: All premises and
digital systems of ISG.

3. Definitions

For terms used in this Policy that are not
otherwise defined herein, the definitions
provided in Article 3 of the KVKK shall apply.
Additionally, terms specific to Airport
operations may be separately defined in this
Policy or its annexes as needed.

4. Data Controller and Representative

e Data Controller: Istanbul Sabiha
Gokgen Uluslararast Havalimant Yatirim
Yapim ve Isletme A.S. (Address: Sabiha
Gokgen Havalimani Terminal Binas1 Pendik,
Istanbul) is the Data Controller within the
scope of the KVKK.

e Data Controller Contact Person/Data
Protection Officer: ISG has appointed a Data
Protection Officer or established a Personal
Data Protection Committee to fulfill its
obligations under the KVKK and manage data
subject applications. Contact information is
shared with the public on ISG's corporate
website and in its Privacy Notices.

5. Principles of Personal Data Processing
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ISG, tim kisisel veri isleme faaliyetlerinde
KVKK'nin 4. maddesinde belirtilen asagidaki
genel ilkelere uymay1 taahhiit eder:

° Hukuka ve Diirtistlik Kurallarina
Uygun Olma: Kisisel veriler, yiuriirliikteki
mevzuata ve diriistliik kurallarina uygun
olarak islenir.

° Dogru ve Gerektiginde Giincel Olma:
Islenen kisisel verilerin dogrulugu ve
giincelligi icin azami 6zen gosterilir. Ilgili
kisilere verilerini diizeltme ve glincelleme
imkani taninir.

° Belirli, A¢ik ve Mesru Amaglar Icin
Islenme: Kisisel veriler, yalmzca &nceden
belirlenmis, acik ve hukuka uygun amaclar
dogrultusunda islenir.

) Islendikleri Amagla Baglantili, Snirli
ve Olgiilii Olma (Veri Minimizasyonu):
Kigisel  veriler,  belirlenen  amaglarin
gergeklestirilmesi i¢in gerekli olanla smirl
tutulur ve amacgla orantilidir. Gereksiz veri
toplanmasindan kaginilir.

o Ilgili Mevzuatta Ongériilen veya
Islendikleri Amac¢ Icin Gerekli Olan Siire
Kadar Muhafaza Edilme: Kisisel veriler,
yasalarda Ongoriilen veya isleme amaci igin
gerekli olan siireler boyunca saklanir. Bu
stirelerin sonunda veriler giivenli bir sekilde
imha edilir.

6. Kisisel Veri Isleme Sartlann (KVKK

ISG undertakes to comply with the following
general principles set forth in Article 4 of the
KVKK in all its personal data processing
activities:

e Lawfulness and Fairness: Personal data
is processed in compliance with the current
legislation and the rules of fairness.

e Accuracy and Being Up-to-Date
Where Necessary: Utmost care is taken to
ensure the accuracy and currency of the
processed personal data. Data subjects are
provided with the opportunity to correct and
update their data.

e Processing for Specific, Explicit, and
Legitimate Purposes: Personal data is
processed only for pre-determined, explicit,
and lawful purposes.

e Being Relevant, Limited, and
Proportionate to the Purposes for which they
are Processed (Data Minimisation): Personal
data is kept limited to what is necessary for the
realization of the specified purposes and is
proportionate to the purpose. The collection of
unnecessary data is avoided.

e Retention for the Period Stipulated in
the Relevant Legislation or Required for the
Purpose for which they are Processed:
Personal data is stored for the periods
prescribed by law or required for the
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Madde 5)

Kisisel veriler, KVKK'nin 5. maddesi uyarinca
kural olarak ilgili kisinin acik rizasi olmaksizin
islenemez. Ancak, asagidaki sartlardan birinin
varligi halinde, 1ilgili kisinin a¢ik ri1zasi
aranmaksizin  kisisel verilerinin islenmesi
miimkiindiir:

a) Kanunlarda acik¢a Ongoriilmesi: Veri
islemenin ilgili kanunlarda agik¢a zorunlu
kilindigr durumlar (6rnegin, Sivil Havacilik
Kanunu, Kimlik Bildirme Kanunu geregi
yapilan islemeler).

b) Fiili imkansizlik nedeniyle rizasim
aciklayamayacak durumda bulunan veya
rizasina hukuki gegerlilik taninmayan kisinin
kendisinin ya da bir bagkasinin hayat1 veya
beden biitlinliigiiniin korunmasi i¢in zorunlu
olmasi.

¢) Bir sozlesmenin kurulmasi veya ifasiyla
dogrudan dogruya ilgili olmas1 kaydiyla,
sozlesmenin taraflarina ait kisisel verilerin
islenmesinin  gerekli olmasi:  (Ornegin,
yolcularla  yapilan tasima  sOzlesmesi
kapsaminda ucus bilgilerinin islenmesi, otel
rezervasyonlarinin yonetimi).

¢) Veri sorumlusunun hukuki ytikiimliligiini
yerine getirebilmesi i¢in zorunlu olmasi:
(Ornegin, yasal mercilere yapilmasi gereken
zorunlu bildirimler).

d) lgili  kisinin  kendisi  tarafindan

processing purpose. At the end of these
periods, the data is securely destroyed.

6. Conditions for Processing Personal Data
(KVKK Article 5)

As a rule, personal data cannot be processed
without the explicit consent of the data subject,
pursuant to Article 5 of the KVKK. However,
in the presence of one of the following
conditions, it is possible to process personal
data without seeking the explicit consent of the
data subject:

a) It is expressly provided for by the laws (e.g.,
processing carried out as required by the Civil
Aviation Act, the Identity Reporting Act).

b) It is necessary for the protection of life or
physical integrity of the person himself/herself
or of any other person who is unable to express
his/her consent due to a physical disability or
whose consent is not legally valid.

¢) It is necessary to process personal data of the
parties of a contract, provided that it is directly
related to the establishment or performance of
the contract (e.g., processing flight information
within the scope of the carriage contract with
passengers, managing hotel reservations).

¢) It is necessary for the data controller to
fulfill his/her legal obligations (e.g.,
mandatory notifications to legal authorities).

d) The data has been made public by the data
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alenilestirilmis olmasi.

e) Bir hakkin tesisi, kullanilmasi veya
korunmas i¢in veri islemenin zorunlu olmasi.

f) Qlgili kisinin temel hak ve ozgiirliiklerine
zarar vermemek kaydiyla, veri sorumlusunun
mesru menfaatleri i¢in veri islenmesinin
zorunlu olmasi.

Acik rizanin gerektigi durumlarda, ISG ilgili
kisiyi KVKK'nin aradig sartlara uygun olarak
aydinlatacak ve Ozgilir iradesiyle rizasini
alacaktir. Alinan agik rizalar, ispatlanabilir
sekilde kayit altina alinacaktir.

7. Kisisel Verilerin Aktarilmas: (Yurt i¢i ve
Yurt Disi)

ISG tarafindan islenen kisisel veriler,
KVKK'nin 8. (yurt i¢i aktarim) ve 9. (yurt dist
aktartm) maddelerinde Dbelirtilen sartlara
uygun olarak uglinci kisilere
aktarilabilecektir.

° Yurt I¢i Aktarim: Kisisel veriler,
KVKK Madde 5(2)'de belirtilen isleme
sartlarindan birinin varligi halinde veya bu
sartlar yoksa ilgili kisinin agik rizas1 alinmak
suretiyle yurt i¢indeki dglincii kisilere
(6rnegin, yetkili kamu kurum ve kuruluslari, is
ortaklari, tedarikgiler) aktarilabilir.

° Yurt Dis1 Aktarim: Kisisel verilerin
yurt digina aktarimi, asagidaki kosullardan
birinin saglanmasiyla miimkiindiir:

subject himself/herself.

e) Data processing is necessary for the
establishment, exercise, or protection of any
right.

f) It is necessary for the legitimate interests of
the data controller, provided that the
fundamental rights and freedoms of the data
subject are not harmed.

In cases where explicit consent is required,
ISG will inform the data subject in accordance
with the conditions stipulated by the KVKK
and obtain their consent based on their free
will. The explicit consents obtained will be
recorded in a provable manner.

7. Transfer of Personal Data (Domestic and
International)

Personal data processed by ISG may be
transferred to third parties in accordance with
the conditions specified in Articles 8 (domestic
transfer) and 9 (international transfer) of the
KVKK.

Domestic Transfer: Personal data may be
transferred to third parties within the country
(e.g., authorized public institutions and
organizations, business partners, suppliers) if
one of the processing conditions specified in
KVKK Article 5(2) exists, or if these
conditions are not met, by obtaining the
explicit consent of the data subject.

International Transfer: The transfer of personal
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o Mgili kisinin acik rizasinin bulunmast.

o Aktarim yapilacak iilkede yeterli
korumanin bulunmasi (Kurul tarafindan ilan
edilen iilkeler).

@ Aktarim yapilacak iilkede yeterli
koruma bulunmuyorsa, ISG ve ilgili iilkedeki
veri sorumlusunun/veri isleyenin yeterli bir
korumay1 yazili olarak taahhiit etmesi ve
Kurul'un izninin bulunmas.

o KVKK Madde 5(2) ve Madde 6(3)'te
belirtilen sartlarin varlig1 ve yeterli korumanin
bulundugu iilkelere veya yeterli korumay1
taahhiit eden ve Kurul izni olan veri
sorumlularina aktarim. (Ornegin, ¢alisan aday1
verilerinin yurt disindaki topluluk sirketlerine
veya tedarikcilere aktarimi i¢in standart
sOzlesme gibi gilivenceler ).

Havaliman1  operasyonlarinin  uluslararasi
niteligi  (uluslararas1  ucuslar,  yabanci
havayollar1 ile isbirligi, global hizmet
saglayicilar) goz oOniine alindiginda, yurt disi
veri transferi siiregleri 6zel bir dikkat ve
titizlikle yonetilecektir.

8. Kisisel Veri Giivenligine Iliskin
Yiikiimliiliikler (KVKK Madde 12)

ISG, KVKK'nin 12. maddesi uyarinca;

° Kisisel verilerin hukuka aykirt olarak
islenmesini onlemek,

° Kisisel verilere hukuka aykir1 olarak

data abroad is possible if one of the following
conditions is met:

The explicit consent of the data subject is
obtained.

There is adequate protection in the country to
which the data will be transferred (countries
announced by the Board).

If there is no adequate protection in the
destination country, ISG and the data
controller/data processor in the relevant
country provide a written commitment for
adequate protection, and the permission of the
Board is obtained.

The conditions specified in KVKK Article 5(2)
and Article 6(3) are met, and the transfer is
made to countries with adequate protection or
to data controllers who have committed to
adequate protection and obtained the Board's
permission. (e.g., safeguards such as standard
contractual clauses for the transfer of
employee candidate data to group companies
or suppliers abroad).

Given the international nature of airport
operations (international flights, cooperation
with foreign airlines, global service providers),
international data transfer processes will be
managed with special care and diligence.

8. Obligations Regarding Personal Data
Security (KVKK Article 12)

Pursuant to Article 12 of the KVKK, ISG is
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erisilmesini 6nlemek,

) Kisisel verilerin muhafazasini

saglamak

amaciyla uygun giivenlik diizeyini temin
etmeye yonelik gerekli her tiirlii teknik ve idari
tedbirleri almakla yiikiimliidiir. Bu tedbirler,
Kurul tarafindan yayimlanan "Kisisel Veri
Giivenligi Rehberi (Teknik ve idari Tedbirler)"
esas almarak belirlenmis asagida
detaylandirilmigtir.

Ve

8.1. idari Tedbirler

ISG, kisisel verilerin giivenligini saglamak
amaciyla asagidaki idari tedbirleri alir ve
uygular:

° Kisisel Veri Isleme Envanteri
Hazirlanmasi: Havalimani bilinyesinde
gerceklestirilen tim kisisel veri isleme
faaliyetlerinin, amagclarinin, hukuki

sebeplerinin, veri kategorilerinin, aktarilan
alic1 gruplariin ve saklama stirelerinin detayli
bir sekilde belirlendigi bir Kisisel Veri Isleme
Envanteri hazirlanir ve giincel tutulur.

° Kurumsal Politikalarin Olusturulmasi
ve Uygulanmasi: Bu Politika basta olmak
lizere, erisim, bilgi kullanim,
saklama ve imha gibi konularda detayl
kurumsal politikalar (6rnegin, Veri Saklama ve
Politikas1) caliganlara
duyurulur ve uygulanmasi saglanir.

giivenligi,
Imha

olusturulur,

° Sozlesme YoOnetimi: Veri isleyenler ve

obligated to take all necessary technical and
administrative the
appropriate level of security in order to:

measures to ensure

e Prevent the unlawful processing of
personal data,

e Prevent unlawful access to personal
data,

e Ensure the preservation of personal
data.

These measures have been determined based
on the "Personal Data Security Guide
(Technical and Administrative Measures)"
published by the Board and are detailed below.

8.1. Administrative Measures

ISG takes and implements the following
administrative measures to ensure the security
of personal data:

e Preparation of a Personal Data
Processing Inventory: A Personal Data
Processing Inventory is prepared and
kept up-to-date, detailing all personal
data processing activities carried out
within the Airport, their purposes, legal
grounds, data categories, recipient
groups to whom data is transferred, and
storage periods.

e C(reation and Implementation of
Corporate Policies: Detailed corporate
policies concerning access,

information security, use, storage, and
destruction (e.g., Data Retention and
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kisisel veri aktarimi yapilan ticiincii taraflarla
KVKK uyumlu, veri giivenligi
yiiklimliiliiklerini iceren sdzlesmeler akdedilir.

° Gizlilik  Taahhiitnameleri:  Kisisel
verilere erisimi olan calisanlardan ve tiglincii
taraf personelden gizlilik taahhiitnameleri
alinir.

o Kurum Ici Periyodik ve/veya Rastgele
Denetimler: KVKK uyumunun ve uygulanan
tedbirlerin  etkinliginin  degerlendirilmesi
amaciyla diizenli i¢ denetimler yapilir veya
yaptirilir.

° Risk Analizleri ve Tehdit
Degerlendirmeleri: Kisisel veri giivenligine
iliskin riskler ve tehditler periyodik olarak
degerlendirilir ve bu riskleri azaltmaya yonelik
onlemler planlanir.

° Egitim ve Farkindalik Faaliyetleri:
Tiim c¢alisanlara ve ilgili liclincli taraf
personeline, KVKK, bilgi giivenligi ve kisisel
verilerin  korunmasi konularinda diizenli
egitimler verilir ve farkindalik artiric
faaliyetler diizenlenir.

° Veri Sorumlular Sicil Bilgi Sistemine
(VERBIS) Bildirim: Yasal yiikiimliiliikler
cercevesinde VERBIS'e kayit ve bildirim
islemleri zamaninda yerine getirilir.

° Yetki Matrisi  Olusturulmast  ve
Uygulanmasi: Calisanlarin  kigisel verilere
erisim yetkileri, gorev tanimlar1 ve "bilmesi
gereken" prensibi dogrultusunda bir Yetki

Disposal ~ Policy) are  created,
particularly this Policy, announced to
employees, and their implementation is
ensured.

Contract Management: Contracts that
comply with the KVKK and include
data security obligations are concluded
with data processors and third parties to
whom personal data is transferred.
Confidentiality Undertakings:
Confidentiality = undertakings  are
obtained from employees and third-
party personnel who have access to
personal data.

Periodic and/or Random Internal
Audits: Regular internal audits are
conducted or commissioned to assess
KVKK  compliance and  the
effectiveness of the implemented
measures.

Risk Analyses and Threat
Assessments: Risks and threats to
personal data security are periodically
assessed, and measures to mitigate
these risks are planned.

Training and Awareness Activities:
Regular training on the KVKK,
information ~ security, and  the
protection of personal data is provided
to all employees and relevant third-
party personnel, and awareness-raising
activities are organized.

Notification to the Data Controllers'
Registry Information System
(VERBIS): Registration and




iISTANBUL SABiIHA GOKCEN
ULUSLARARASI HAVALIMANI
Yatirim Yapim ve isletme A.S.

ISTANBUL SABIHA GOKGEN ULUSLARARASI
HAVALIMANI YATIRIM VE YAPIM iSLETME A.$

KiSISEL VERI GUVENLIGI POLITIKASI

PERSONAL DATA SECURITY POLICY

Matrisi ile belirlenir ve uygulanir. Erigim
yetkileri diizenli olarak gézden gegirilir.

° Gorev Degisikligi veya Isten Ayrilma
Durumlarinda Yetki Kaldirma: Gorevinden
ayrilan veya gorevi degisen personelin kisisel
verilere erisim yetkileri derhal kaldirilir ve
zimmetindeki veri iceren envanterler iade
alinir.

o Kisisel Veri Giivenligi Ihlallerinin
Raporlanmasi ve Yonetimi Prosediirleri: Olas1
bir kisisel veri ihlali durumunda izlenecek
adimlari, sorumluluklar1  ve  bildirim
siireclerini iceren bir Veri Ihlali Miidahale
Plan1 olusturulur ve uygulanir.

° Veri  Koruma  Gorevlisi/Komitesi
Atanmasi: KVKK uyum siireclerini koordine
etmek, politikalarin uygulanmasi takip
etmek ve ilgili kisi basvurularini yonetmek
tizere bir Veri Koruma Gorevlisi atanir veya
bir Kisisel Verilerin Korunmasi Komitesi
kurulur.

8.2. Teknik Tedbirler

ISG, kisisel wverilerin teknik giivenligini
saglamak amaciyla asagidaki teknik tedbirleri
alir ve uygular:

° Siber Giivenligin Saglanmasi: Ag
giivenligi (glivenlik duvarlari, ag
segmentasyonu vb.) ve uygulama giivenligi
(glivenli yazilim gelistirme prensipleri, diizenli
zafiyet taramalar1 vb.) saglanir.

notification procedures to VERBIS are
carried out in a timely manner within
the framework of legal obligations.
Creation and Implementation of an
Authorization Matrix: Employees'
access rights to personal data are
determined and implemented through
an Authorization Matrix in line with
their job descriptions and the "need-to-
know" principle. Access rights are
reviewed regularly.

Revocation of Authority in Case of
Change of Position or Termination of
Employment: The access rights of
personnel who leave their position or
whose  position  changes are
immediately revoked, and any
inventory containing data in their
possession is returned.

Procedures  for  Reporting and
Managing Personal Data Security
Breaches: A Data Breach Incident
Response Plan is created and
implemented, which includes the steps
to be followed, responsibilities, and
notification processes in the event of a
possible personal data breach.
Appointment of a Data Protection
Officer/Committee: A Data Protection
Officer is appointed or a Personal Data
Protection Committee is established to
coordinate KVKK compliance
processes, monitor the implementation
of policies, and manage data subject
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° Kisisel Veri Giivenliginin Takibi: Bilgi
sistemlerine yonelik risk, tehdit, zafiyet ve
acikliklart ortaya ¢ikarmak ve gerekli
Onlemleri almak amaciyla diizenli olarak
sizma (penetrasyon) testleri yapilir veya
yaptirilir. Sistemlerdeki anormal aktiviteler ve
olasi s1izma girisimleri izlenir. Erisim loglar1 ve
islem hareketleri kayitlar1 (log kayitlari)
diizenli ve giivenli bir sekilde tutulur.

) Erisim Yetki ve Kontrol Sistemleri:
Kisisel verilere erisim, yetki matrisine uygun
olarak "bilmesi gereken" ve "en az yetki"
prensiplerine gore simirlandirilir. Kullanici
kimlik dogrulama mekanizmalar1 (giicli
parolalar, cok faktorlii kimlik dogrulama)
kullanilir.

° Veri Kayb1 Onleme (DLP) Yazilimlart:
Hassas kisisel verilerin kurum digina yetkisiz
cikisint  engellemek veya tespit etmek
amaciyla Veri Kayb1 Onleme (DLP) ¢dziimleri
kullanilir veya planlanir.

° Sifreleme  (Kriptografi):  Ozellikle
hassas kisisel veriler ve 0zel nitelikli kisisel
veriler basta olmak iizere, risk degerlendirmesi
sonucunda gerekli goriilen kisisel veriler, hem
depolanirken (at-rest) hem de aktarilirken (in-
transit) uygun kriptografik = yOntemlerle
sifrelenir.

° Giincel Anti-Viriis Sistemleri  ve
Giuivenlik Duvarlari: Tim sunucu, istemci
bilgisayarlar ve ag sistemlerinde gilincel anti-
virlis yazilimlar1 ve yapilandirilmis giivenlik

applications.

The EK-1 table summarizes the main
administrative measures to be implemented by
ISG and their responsibilities.

8.2. Technical Measures

ISG takes and implements the following
technical measures to ensure the technical
security of personal data:

e Ensuring Cyber Security: Network
security (firewalls, network
segmentation, etc.) and application
security (secure software development
principles, regular vulnerability scans,
etc.) are provided.

e Monitoring of Personal Data
Security: Penetration tests are
regularly conducted or commissioned
to identify risks, threats,
vulnerabilities, and exposures related
to information systems and to take
necessary  precautions.  Abnormal
activities and potential intrusion
attempts on systems are monitored.
Access logs and transaction records
(log records) are kept regularly and
securely.

e Access Authorization and Control
Systems: Access to personal data is
restricted according to the
authorization matrix based on the
"need-to-know" and "least privilege"
principles. User authentication
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duvarlar1 kullanilir.

° Veri Yedekleme Stratejileri: Kisisel
verilerin kaybolmas1 veya zarar goOrmesi
riskine kars1 diizenli yedekleme yapilir.
Yedeklenen kisisel veriler, ana sistemlerden
ayrt ve gilivenli ortamlarda (tercihen ag
disinda) saklanir ve yalnizca yetkili sistem
yoneticileri tarafindan erisilebilir.

° Fiziksel Giivenlik Onlemleri: Kisisel
verilerin saklandig1 sunucu odalari, arsivler
gibi fiziksel ortamlarin yangin, sel, hirsizlik,
yetkisiz giris gibi risklere karsi giivenligi
saglanir.

° Kullanict1 Hesap Yonetimi: Kullanici
hesaplar1 (olusturma, yetkilendirme, kapatma)
merkezi olarak yonetilir ve diizenli olarak
denetlenir.

° Saldir1 Tespit ve Onleme Sistemleri
(IDS/IPS): Ag trafigini ve sistem aktivitelerini
izleyerek olast saldirilar1 tespit eden ve
engelleyen sistemler kullanilir.

° Giivenli Protokoller (HTTPS): ISG'ye
ait web siteleri ve online platformlarda veri
iletisiminin glivenligi icin HTTPS gibi giivenli
protokoller kullanilir.

° Mobil Cihaz Giivenligi: Calisanlara
tahsis edilen veya kisisel verilerin islendigi
mobil cihazlar igin giivenlik politikalar
(sifreleme, uzaktan silme vb.) uygulanir.

° Kagit Ortamindaki Verilerin

mechanisms (strong passwords, multi-
factor authentication) are used.

Data Loss Prevention (DLP)
Software: Data Loss Prevention
(DLP) solutions are used or planned to
prevent or detect the unauthorized
exfiltration of sensitive personal data
from the organization.

Encryption (Cryptography):
Personal data deemed necessary as a
result of risk assessment, especially
sensitive personal data and special
categories of personal data, are
encrypted with appropriate
cryptographic methods both at-rest and
in-transit.

Up-to-Date Anti-Virus Systems and
Firewalls:  Up-to-date  anti-virus
software and configured firewalls are
used on all servers, client computers,
and network systems.

Data Backup Strategies: Regular
backups are performed against the risk
of loss or damage to personal data.
Backed-up personal data is stored in
separate and secure environments
(preferably offline) and is accessible
only by authorized system
administrators.

Physical Security Measures: The
security of physical environments
where personal data is stored, such as
server rooms and archives, is ensured
against risks like fire, flood, theft, and
unauthorized access.
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Gilivenligi: Kagit ortaminda bulunan kisisel
verilerin yetkisiz erisime, kaybolmaya veya
calinmaya kars1 korunmasi i¢in gerekli fiziksel
giivenlik onlemleri (kilitli dolaplar, kontrolli
erisim vb.) alinir.

EK-2’deki tablo, ISG tarafindan uygulanacak
temel teknik tedbirleri ve uygulama alanlarini
Ozetlemektedir.

9. Ilgili Kisinin Haklar1 (KVKK Madde 11)

Kisisel verisi islenen her gercek kisi (Ilgili
Kisi), KVKK'nin 11. maddesi uyarinca
asagidaki haklara sahiptir:

° Kisisel veri islenip islenmedigini
ogrenme,
° Kisisel verileri islenmisse buna iliskin

bilgi talep etme,

) Kisisel verilerin islenme amacini ve
bunlarin amacina uygun kullanilip
kullanilmadigin1 6grenme,

° Yurt i¢inde veya yurt disinda kisisel
verilerin aktarildig {igiincii kisileri bilme,

° Kisisel wverilerin eksik veya yanlis
islenmis olmasi halinde bunlarin
diizeltilmesini isteme ve bu kapsamda yapilan
islemin kisisel verilerin aktarildigi {tciincii
kisilere bildirilmesini isteme,

° KVKK ve ilgili diger kanun
hiikiimlerine uygun olarak islenmis olmasina
ragmen, islenmesini gerektiren sebeplerin

e User Account Management: User
accounts  (creation, authorization,
closure) are managed centrally and
audited regularly.

o Intrusion Detection and Prevention
Systems (IDS/IPS): Systems that
monitor network traffic and system
activities to detect and prevent
potential attacks are used.

e Secure Protocols (HTTPS): Secure
protocols such as HTTPS are used for
the security of data communication on
ISG's websites and online platforms.

e Mobile Device Security: Security
policies (encryption, remote wipe, etc.)
are applied to mobile devices assigned
to employees or used for processing
personal data.

e Security of Data in Paper Form:
Necessary physical security measures
(locked cabinets, controlled access,
etc.) are taken to protect personal data
in paper form against unauthorized
access, loss, or theft.

The EK-2 table summarizes the main technical
measures to be implemented by ISG and their
areas of application.

9. Rights of the Data Subject (KVKK
Article 11)

Every natural person whose personal data is
processed (Data Subject) has the following
rights under Article 11 of the KVKK:
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ortadan kalkmasi halinde kisisel verilerin
silinmesini veya yok edilmesini isteme ve bu
kapsamda yapilan islemin kisisel verilerin
aktarildigr igiinci  kisilere  bildirilmesini
isteme,

° Islenen verilerin miinhasiran otomatik
sistemler vasitasiyla analiz edilmesi suretiyle
kisinin kendisi aleyhine bir sonucun ortaya
cikmasina itiraz etme,

° Kisisel verilerin kanuna aykirt olarak
islenmesi sebebiyle zarara ugramasi halinde
zararin giderilmesini talep etme.

10. Bagvuru Usulii

Ilgili kisiler, KVKK Madde 11 kapsamindaki
haklarina iliskin taleplerini, "Veri
Sorumlusuna Basvuru Usul ve Esaslari
Hakkinda Teblig"e uygun olarak asagidaki
yontemlerle ISG'ye iletebilirler:

) Yazili Bagvuru: Islak imzali dilekge ile
sahsen veya noter kanaliyla "Sabiha Goékgen
Havalimani Terminal Binas1 Pendik, Istanbul"
adresine.

° Kayith Elektronik Posta (KEP) ile
Basvuru: ISG'nin KEP adresine.

° E-posta Yoluyla Basvuru: Daha 6nce
ISG'ye bildirilen ve sistemde kayitli bulunan
elektronik  posta  adresini  kullanarak
[kvkk@sgia.aero] adresine veya giivenli
elektronik imza/mobil imza ile imzalanmis bir

To learn whether their personal data is
processed or not,

To request information if their personal
data has been processed,

To learn the purpose of the processing
of their personal data and whether they
are used in conformity with the

purpose,

To know the third parties to whom their
personal data is transferred in the
country or abroad,

To request the rectification of the
incomplete or inaccurate data, if any,
and to request reporting of the
rectification to the third parties to
whom the personal data has been
transferred,

To request the erasure or destruction of
personal data in the event that the
reasons for its processing cease to
exist, despite being processed in
accordance with the KVKK and other
relevant laws, and to request reporting
of the operation carried out in this
context to the third parties to whom the
personal data has been transferred,

To object to the emergence of a result
against the person himself/herself by
analyzing the data processed solely
through automated systems,
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e-posta ile.

° Basvuru Formu: ISG'nin kurumsal web
sitesinde  yaymlanacak olan "llgili Kisi
Basvuru Formu" doldurularak yukaridaki
yontemlerden biriyle iletilebilir.

Basvurularda, talebin agik ve anlasilir olmasi,
kimligi tevsik edici belgelerin (T.C. kimlik
numarasi, yabancilar i¢in  uyruk ve
pasaport/kimlik numaras1 vb.) eklenmesi ve
talebin basvuru sahibiyle ilgili olmasi
gerekmektedir.  Baskast adina  yapilan
bagvurularda  6zel yetkili  vekaletname
sunulmalidir.

ISG, wusuliine uygun yapilan bagvurulari,
talebin niteligine gore en kisa siirede ve en geg
otuz giin icinde iicretsiz olarak
sonuglandiracaktir. Ancak, islemin ayrica bir
maliyet  gerektirmesi  halinde, Kurulca
belirlenen tarifedeki ticret talep edilebilir.

11. Veri Ihlali Yonetimi

ISG, islenen kisisel verilerin kanuni olmayan
yollarla bagkalar1 tarafindan elde edilmesi
(veri ihlali) durumunda, bu durumu 6grendigi
tarihten itibaren gecikmeksizin ve en ge¢ 72
saat i¢inde Kisisel Verileri Koruma Kurulu'na
ve ilgili Ilgili Kisine bildirmekle yiikiimliidiir.
Bu amagla, veri ihlallerinin tespiti,

degerlendirilmesi, raporlanmast ve
giderilmesine yonelik bir "Veri Ihlali
Miidahale Plan1" olusturulmus ve

yuriirliiktedir. Bu plan, sorumluluklari, iletisim
kanallarim1 ve atilacak adimlar1 detayli bir

o To claim compensation for the damage
arising from the unlawful processing of
personal data.

10. Application Procedure

Data subjects may submit their requests
regarding their rights under KVKK Article 11
to ISG using the following methods, in
accordance with the "Communiqué on the
Procedures and Principles of Application to the
Data Controller":

o Written Application: In-person with a
wet-signed petition or via a notary to
the address "Sabiha  Gokgen
Havalimani Terminal Binasi Pendik,
Istanbul".

e Application via Registered
Electronic Mail (KEP): To ISG's KEP
address.

o Application via E-mail: By using the
e-mail address previously notified to
ISG and registered in its system to
[kvkk@sgia.aero], or via an e-mail
signed with a secure electronic
signature/mobile signature.

o Application Form: By filling out the
"Data Subject Application Form" to be
published on ISG's corporate website
and submitting it via one of the
methods above.

In applications, the request must be clear and
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sekilde tanimlar.

12.  Politikanin Gozden Gegirilmesi
Giincellenmesi

\

Bu Politika, ISG YoOnetimi tarafindan
onaylandig1 tarihte yiriirliige girer. Politika,
KVKK ve ilgili mevzuattaki degisiklikler,
Kurul kararlari, yargi igtihatlari ve ISG'nin veri
isleme faaliyetlerindeki onemli degisiklikler
dogrultusunda diizenli olarak (en az yilda bir
kez) gdzden gecirilir ve gerekli giincellemeler
Giincellenen  Politika, ISG'nin
sitesinde  yayimlanir

yapilir.

kurumsal web ve

calisanlara duyurulur.
13. Yiiriirlik

Bu Politika, ISG Yonetimi’nin onay1 ile
ylirtirliige girmistir.

understandable, documents verifying identity
(T.C. ID number, nationality and passport/ID
number for foreigners, etc.) must be attached,
and the request must pertain to the applicant.
For applications made on behalf of another
person, a special power of attorney must be
submitted.

ISG will conclude duly submitted applications
free of charge as soon as possible and within
thirty days at the latest, depending on the
nature of the request. if the
transaction requires an additional cost, the fee
in the tariff determined by the Board may be
charged.

However,

11. Data Breach Management

In the event that processed personal data is
obtained by others through unlawful means
(data breach), ISG is obligated to notify the
Personal Data Protection Board and the
relevant Data Subject without delay and within
72 hours at the latest from the date it becomes
aware of the situation. For this purpose, a
"Data Breach Incident Response Plan" has
been established and is in effect for the
detection,  assessment, reporting,  and
remediation of data breaches. This plan defines
responsibilities, communication channels, and
the steps to be taken in detail.

12. Policy Review and Update

This Policy enters into force on the date it is
approved by the ISG Management. The Policy
is reviewed regularly (at least once a year) and
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updated as necessary in line with changes in
the KVKK and related legislation, Board
decisions, judicial precedents, and significant
changes in ISG's data processing activities.
The updated Policy is published on ISG's
corporate  website and announced to
employees.

13. Entry into Force

This Policy was approved by the ISG’s
Management and entered into force.

EK-1: Uygulanacak Idari Tedbirler

Tedbir No. Tedbir Sorumlu Uygulama Referans
Acgiklamasi Departman/Biri | Takvimi/Duru (KVKK
m mu Rehberi,
Politika Md.)
IT-01 Kisisel ~ Veri | Hukuk Siirekli KVKK
Isleme Miisavirligi, Rehberi,
Envanteri Bilgi Politika ~ Md.
Hazirlanmast Teknolojileri, 8.1
ve Mgili Is
Glincellenmesi Birimleri
IT-02 Kurumsal Hukuk Tamamlandi KVKK
Politikalarin Miisavirligi, Rehberi,
(Saklama-Imha | Uyum Politika ~ Md.
vb.) Departmani 8.1
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Olusturulmasi

IT-03 Veri Hukuk Siirekli KVKK
Isleyenlerle Miisavirligi, Rehberi,
KVKK Satin Alma Politika  Md.
Uyumlu Departmani 8.1
Sozlesmeler
Yapilmasi

IT-04 Calisanlara Insan Yillik/ihtiyag KVKK
KVKK ve Bilgi | Kaynaklari, Halinde Rehberi,
Giivenligi Bilgi Politika ~ Md.
Egitimleri Teknolojileri 8.1
Verilmesi

IT-05 Yetki Matrisi | Bilgi Yillik/Stirekli Politika ~ Md.
Olusturulmasi Teknolojileri, 8.1
ve Gozden | llgili Is
Gegirilmesi Birimleri

IT-06 Veri Ihlali | Bilgi Tamamlandi/Y | KVKK
Miidahale Plan1 | Teknolojileri, illik Test Rehberi,
Olusturulmasi Hukuk Politika Md. 11
ve Test | Miisavirligi
Edilmesi

IT-07 VERBIS Kayit | Hukuk Yasal Siirelere | KVKK Rehberi
ve Bildirim | Miisavirligi, Uygun
Yiikiimliliikler | Uyum
inin Takibi Departmani

IT-08 Kurum Ici | I¢ Yillik Politika  Md.
Periyodik Denetim/Uyum 8.1
Denetimler Departmani
Yapilmasi
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EK-2: Uygulanacak Teknik Tedbirler

Tedbir No. Tedbir Uygulandigi | Sorumlu Periyodik Referans
Agiklamasi Sistem/Alan | Departman/ Kontrol (KVKK
Birim Siklig1 Rehberi,
Politika
Md.)
TT-01 Giivenlik Havalimani Bilgi Stirekli/Yilli | KVKK
Duvarlarive | Agi, Sunucu | Teknolojiler | k  Go6zden | Rehberi,
Ag Sistemleri i Gegirme Politika Md.
Segmentasy 8.2
onu
TT-02 S1zma Disa Acik | Bilgi Yillik/Thtiya | KVKK
(Penetrasyo Sistemler, Teknolojiler | ¢ Halinde Rehberi,
n) Testleri Kritik Veri | i Politika Md.
Tabanlar1 8.2
TT-03 Erisim Tim Bilgi | Bilgi Stirekli KVKK
Yetki ve | Sistemleri, Teknolojiler Rehberi,
Kontrolii Veri 1 Politika Md.
(Cok Tabanlar1 8.2
Faktorli
Kimlik
Dogrulama)
TT-04 Veri Hassas Veri | Bilgi Uygulama KVKK
Sifreleme Tabanlari, Teknolojiler | Bazli Rehberi,
(Depolama Ozel i Politika Md.
ve Nitelikli 8.2
Aktarimda) Veriler,
Yedekler
TT-05 Gincel Tlim Bilgi Stirekli Politika Md.
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Anti-Viris Sunucular Teknolojiler 8.2
ve Kétii | ve Istemci | i
Amagl Bilgisayarla
Yazilim r
Korumasi
TT-06 Veri Tim Kritik | Bilgi Giinlik/Haf | KVKK
Yedekleme Sistemler ve | Teknolojiler | talik Rehberi,
ve Kurtarma | Veri i Politika Md.
Tabanlar1 8.2
TT-07 Log Ag Bilgi Stirekli KVKK
Yonetimi ve | Cihazlari, Teknolojiler Rehberi,
Analizi Sunucular, 1 Politika Md.
Kritik 8.2
Uygulamala
r
TT-08 Fiziksel Veri Bilgi Stirekli KVKK
Ortam Merkezleri, Teknolojiler Rehberi,
Giivenligi Sunucu i, Idari Isler Politika Md.
(Sunucu Odalari, 8.2
Odalar1 vb.) | Arsivler
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